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Security Tips for your smartphone and tablet

Security Tips for your smartphone and tablet:
•   Lock – set your smartphone and tablet to automatically 
     lock. A password protects your device so that no-one 
     else can use or view your information. Store your 
     device in a secure location.
•   Contact your bank if you lose your smartphone or 
     tablet – Call your bank immediately to report the loss 
     and provide your new mobile number especially if 
     your bank uses an SMS message to authenticate 
     transactions.
•   Clear your mobile device of text messages from banks 
     especially before sharing, discarding or selling your 
     device.
•   Be careful what you send via text – never use text 
     messages to disclose any personal information, such 
     as account numbers or passwords which could be used 
     to steal your identity.
•   Use only official apps – make sure to only use apps 
     supplied by your financial institution and only down-
     load them from official app stores.
•   Protect your tablet and smartphone – install and 
     keep up-to-date anti-virus and firewall software 
     purchased from trusted suppliers. It is important to 
     update the software regularly to ensure that you are
     protected against new viruses.
•   Protect your passwords – ensure you keep confidential 
     your PIN and Internet banking logons and passwords. 
     Avoid using the same login passwords for multiple 
     websites, especially when it enables access to websites 
     that include sensitive personal information. Set a pass 
     code for your device and a PIN for your SIM. If your 
     banking app allows login with a PIN, make sure it is 
     different to the one used to unlock your mobile device. 
     Make sure your password or code is something that's 
     hard for others to guess but easy for you to remember.
•   Read privacy policies – before you provide personal 
     information to any website, understand how your 
     information will be used and how long it will be 
     retained.



•   Be wary of free downloads, programs, software or 
     screensavers – sometimes malware and spyware can 
     be hidden in files offered free-of-charge.
•   Beware hoax e-mails – be alert to offers that are 
     ‘too good to be true’ or are designed to elicit an 
     emotional response and triggers the thought of 
     sending money. Always question messages that 
     come out of the blue and verify the authenticity 
     through trusted channels. Do not respond using 
     information or links provided in the original message. 
     No bank will ever send customers an e-mail with a 
     link to online banking or ask for confidential 
     information, so treat with suspicion any unsolicited 
     e-mail that appears to be from your bank.
•   Check your bank account statements – contact your 
     bank immediately if you find any unusual or 
     suspicious transactions. Your bank will then take 
     action to protect your account. Bank staff may call 
     you before your statement has arrived to advise you 
     of unusual activity on your account.
•   Don't store your banking PINs or passwords in your 
     smartphone or tablet – this makes your account 
     vulnerable if the device is lost or stolen.
•   Regularly clear your browser's cache – some mobile 
     devices store copies of web pages that may contain 
     your banking information.
•   Always log out of Internet banking sessions once 
     you've finished.
•   Be aware – when using Internet banking in busy, 
     public areas, check for people looking over your 
     shoulder.
•   Wi-Fi – don't conduct Internet banking using 
     unsecured Wi-Fi networks.

Device security – Do not use jailbroken or rooted 
devices for internet banking. A jailbroken or rooted 
device is any electronic device not designed or 
authorised by phone manufacturers and network 
operators.
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www.aib.ie
www.anpost.ie
www.bankofireland.ie
www.bankofireland.co.uk
www.danskebank.ie
www.danskebank.co.uk
www.ebs.ie
www.firsttrustbank.co.uk
www.kbc.ie
www.permanenttsb.ie
www.rabodirect.ie
www.rabobank.com
www.ulsterbank.ie

  

www.safecard.ie
www.centralbank.ie
www.actionfraud.police.uk
www.financialfraudaction.org.uk

www.fsa.gov.uk
www.banksafeonline.org.uk

AIB
An Post
Bank of Ireland
Bank of Ireland UK
Danske Bank 
Danske Bank
EBS Limited
First Trust Bank
KBC Bank Ireland
Permanent TSB
Rabodirect
Rabobank Ireland plc
Ulster Bank
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Banking and Payments
Federation Ireland www.bpfi.ie

www.garda.ie
www.psni.police.uk


